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Intel Accelerated Storage Manager

1. Introduction

This document is a reference for Intel SSD plugin API. Scope of this API covers access to SSD plugin
resources on host machine where Intel ASM is installed.

2. URI structure

Access to resources is provided via URI paths. Client applications should send requests over the HTTP
protocol using standard GET, POST and DELETE methods.

Intel Agent URI structure:

[protocol]://[host]:[port]/vl/ssd/[resource name]

Where:

[protocol] Communication protocol — http/https.

[host] Host machine IP address or name where agent is installed.
[port] Port number on which agent service is listening.

vl Stands for first version of API definition.

[ssd] Namespace for all resources related to SSD plugin.

[resource name] Name for resource to be returned.

3. OAuth parameters

To get access to SSD Plugin resources the OAuth scope parameter must contain value "ssd"
(scope="ssd").

4. Response handling
REST API returns responses in wrapper format presented below.

Response format

data {Object} Contains resource Example error response:
or response as described in {
{Array} this documentation. Can "data": null,
contain either an array “status”: {
or an object. "errorId": B
"errorMessage":
status {Object} Contains the request
status object. If )
request failed, "success": false
additional error }
information are }
attached.
status.errorld {String} Identifier of thrown Example successful response:
error. {
"data": {
status.errorMessage {String} General error message. "ssdInterfaceVersion™: s
(Optional)
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status.errorDescription {String} Extended error "pluginVersion":
(Optional) description. ¥,
“status”: {
status.success {Boolean} Request status, True if "success": true
requests succeed, }
otherwise false. }

5. Resources
Below is a list of all available resources for SSD plugin.

5.1 Plugin version

[GET] /v1/ssd/version

Returns the plugin version.
Example:
curl http://127.0.0.1/v1/ssd/version

Response {Object}

pluginVersion {String} SSD plugin version. {
"data": {
"ssdInterfaceVersion": )
ssdInterfaceVersion {String} Version of external library "pluginVersion":
used to get SSD data. 1,

“status”: {
"success": true

Available Error IDs

-
-

INTERNAL_ERROR Unknown internal error occurred.

5.2 List of devices
[GET] /v1/ssd/devices/:deviceIndex

Returns array of available SSD drives with their properties.
Example:

curl http://127.0.0.1/v1/ssd/devices

curl http://127.0.0.1/v1/ssd/devices/0

Parameters

:deviceIndex

(Optional) {Number} Device index used for device selection.

Response {Array} or {Object}

(For ATA devices only) Accessible max address
supported flag.

accessibleMaxAddressSupported

(Optional) {Boolean}

The 0S path to the device (i.e.

devicePath {string} \\.\PhysicalDrive®).
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digitalFenceSupported
(Optional)

downloadMicrocodePossible
(Optional)

driverMajorVersion
(Optional)

driverManufacturer
(Optional)

driverMinorVersion
(Optional)

firmware

hdd
(Optional)

Index

intel
(Optional)

I0CompletionQueuesRequested
(Optional)

I0SubmissionQueuesRequested
(Optional)

latencyTrackingEnabled
(Optional)

LBAFormat
(Optional)

Lun
maximumLBA
modelNumber

numErrorLogPageEntries
(Optional)

numLBAFormats
(Optional)

NVMeMajorVersion
(Optional)

NVMeMinorVersion
(Optional)
NVMeTertiaryVersion
OEM

(Optional)

opalState
(Optional)

pathID

PCILinkGenSpeed
(Optional)

PCILinkWidth
(Optional)

{Boolean}

{Boolean}

{Number}

{String}

{Number}
{String}
{Boolean}
{Number}

{Boolean}

{Number}

{Number}

{Boolean}

{Number}

{Number}
{Number}
{String}

{Number}

{Number}

{Number}

{Number}

{Number}

{String}

{Boolean}
{Number}

{Number}

{Number}

Determines if given device supports Intel(R)
Digital Fence product.

Determines if given device allows downloading
microcode i.e. firmware.

(Currently in Windows OS only) Major version of the
controller driver that the device is attached to.

(Currently in Windows 0S only) Manufacturer of the
controller driver that the device is attached to.

(Currently in Windows 0OS only) Minor version of the
controller driver that the device is attached to.

Shows the firmware revision of the device.
Determines if given device is a Hard Disk Drive.
Shows device index, used for device selection.

If true, device was produced by Intel Corporation.
(For NVMe devices only) Shows the number of IO

Completion Queues requested.

(For NVMe devices only) Shows the number of IO
Submission Queues requested.

Shows if the latency tracking feature of the drive
is enabled (True) or disabled (False).

(For NVMe devices only) Shows the LBA Format that
the drive is configured with. This has a possible
value of @ to ‘NumLBAFormats’. Details of the
different LBA formats can be found in Identify
Namespace. This value can be changed by NVMe
format.

Device logical unit number.
Shows the devices maximum logical block address.
Shows the model number assigned to the device.

(For NVMe devices only) Shows the number of Error
Information log entries that are stored by the
controller. This value is zero- based.

(For NVMe devices only) Shows the number of
different LBA Formats the device supports. This
value is zero-based. For example, a value of 6
means there are © to 6 possible LBA Formats (7
total).

(For NVMe devices only) Major version of supported
NVMe protocol.

(For NVMe devices only) Minor version of supported
NVMe protocol.

(For NVMe devices only) Tertiary version of
supported NVMe protocol.

Original Equipment Manufacturer name.

Determines if device supports OPAL security
features.

Device path identifier.

(For NVMe devices only) Current PCIe Link Speed.

(For NVMe devices only) Negotiated PCIe Link Width.
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physicalSectorSize
(Optional)

physicalSize
(Optional)

PLITestTimeInterval
(Optional)

productFamily
(Optional)

productProtocol

readErrorRecoveryTimer

(Optional)

remoteSecureEraseSupported

(Optional)

sanitizeSupported
(Optional)

sataGenl
(Optional)

sataGen2
(Optional)

sataGen3
(Optional)

sataNegotiatedSpeed
(Optional)

sectorSize

securityEnabled
(Optional)

securityFrozen
(Optional)

securitylocked
(Optional)
securitySupported

serialNumber

SMARTEnabled
(Optional)

SMARTSelfTestSupported

(Optional)

SSCEnabled
(Optional)

targetID

{Number}

{Number}

{Number}

{String}

{String}

{Number}

{Boolean}

{Boolean}

{Boolean}

{Boolean}

{Boolean}

{String}

{Number}

{Boolean}

{Boolean}

{Boolean}

{Boolean}
{String}

{Boolean}

{Boolean}

{Boolean}

{Number}

(For ATA devices only) Shows the physical sector
size in bytes. One of either:

- 512

- 4096

The physical size of the device in bytes. Value is
in decimal format.

(For ATA devices only) Shows the PLI Test Time
interval in minutes of the device. One of:
+ ©: @ min, no immediate test.
1: @ min, do immediate test.
2 60 min, do immediate test.
+ 3: 1440 min, do immediate test.
« 4: 4320 min, do immediate test.
5: 10080 min, do immediate test.
6: 20160 min, do immediate test.

Shows the Intel SSD Series name.

Device supported protocol name.

(For ATA devices only) Shows the time limit for
read error recovery. Time limit is in 100
millisecond units.

Determines if device supports NVMe format or ATA
secure erase feature.

Determines if SSD device supports sanitize command.
(For ATA devices only) Shows if the device supports
SATA Gen 1 speed. Reports True or False.

(For ATA devices only) Shows if the device supports
SATA Gen 2 speed. Reports True or False.

(For ATA devices only) Shows if the device supports
SATA Gen 3 speed. Reports True or False.

(For ATA devices only) Coded value indicating
current negotiated SATA signal speed. One of:
« 1: SATA Genl rate of 1.5 Gbps

« 2: SATA Gen2 rate of 3 Gbps

« 3: SATA Gen3 rate of 6 Gbps

Shows the sector size in bytes.

(For ATA devices only) Shows if the device is in
security enabled state. Reports True or False.

(For ATA devices only) Shows if the device is in
security frozen state. Reports True or False.

(For ATA devices only) Shows if the device is
security locked. Reports True or False.

(For ATA devices only) Shows if the device supports
security enabled states.

Shows the serial number assigned to the device.

Shows if SMART capabilities are enabled on the
device. Reports True or False.

Determines if given device supports SMART self-test
feature.

(For ATA devices only) Shows if the device has
spread spectrum clocking enabled or not. Reports
True or False.

Device target identifier.

SSD Plugin REST API
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tempThreshold
(Optional)

timeLimitedErrorRecovery
(Optional)

trimSupported

writeCacheEnabled
(Optional)

writeCacheSupported
(Optional)

writeErrorRecoveryTimer
(Optional)

Available Error IDs

(For NVMe devices only) Shows the temperature
{Number}  threshold of the overall device. Units are in
Celsius.

(For NVMe devices only) Shows the limited retry
timeout value in 100 millisecond units. This

{Number} applies to I/O commands that indicate a time limit
is required. A value of @ indicates that there is
no timeout.

{Boolean} Determines if device supports ATA trim command.

(For ATA devices only) Shows if the device has

{Boolean} write cache enabled. Reports True or False.

{Boolean} (For ATA devices only) Shows if the device supports
write cache capabilities. Reports True or False.

{Number} (For ATA devices only) Shows the time limit for

write error recovery in 100 millisecond units.

SSD_INTERFACE_UNINITIALIZED
SSD_INTERFACE_INVALID_RESPONSE
SSD_INTERFACE_REQUEST_FAILED
SSD_INVALID_DEVICE_INDEX
INTERNAL_ERROR

5.2.1 List of all devices

curl http: //127.0.0.1/v1/ssd/devices

External library is not initialized.
External library response was invalid.
External library request failed.
Provided device index was invalid.

Unknown internal error occurred.

"serialNumber":
"SMARTEnabled": true,
"SMARTSelfTestSupported”: true,

"data": "SSCEnabled": false,
[ "tempThreshold": 85,
{ "trimSupported": true,
"accessibleMaxAddressSupported": false, "writeCacheEnabled": true,
"devicePath": "writeCacheState": 1,

"digitalFenceSupported": false,
"downloadMicrocodePossible": true,

"firmware":
"HDD": false,
"index": 4,
"intel": true,
"maximumLBA": 468862127,
"modelNumber":

"OEM" : 5
"physicalSectorSize": 4096,
"PLITestTimeInterval”: 5,
"productFamily":

>

)
"productProtocol™: 5
"readErrorRecoveryTimer": 0,

"remoteSecureEraseSupported”: true,

"sanitizeSupported": true,
"sataGenl": true,
"sataGen2": true,
"sataGen3": true,
"sataNegotiatedSpeed":
"sectorSize": 512,
"securityEnabled": false,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"writeCacheSupported”: true,
"writeErrorRecoveryTimer": ©

"accessibleMaxAddressSupported”: false,
"devicePath": B
"digitalFenceSupported": false,
"downloadMicrocodePossible": true,
"firmware":
"HDD": false,
"index": 5,
"intel": true,
"modelNumber":
"nativeMaxLBA": 468862127,
"OEM": )
"physicalSectorSize": 4096,
"PLITestTimeInterval": 5,
"productFamily":

)

)

"productProtocol”: B
"readErrorRecoveryTimer": 0,
"remoteSecureEraseSupported": false,
"sanitizeSupported": true,
"sataGenl": true,
"sataGen2": true,
"sataGen3": true,

SSD Plugin REST API
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"sataNegotiatedSpeed": "6.0 Gbs", "index": 4,
"sectorSize": 512, "intel": true,
"securityEnabled": false, "maximumLBA": 468862127,
"securityFrozen": false, "modelNumber": "INTEL SSDSC2BB240G4",
"securityLocked": false, "OEM": "Generic",
"securitySupported": true, "physicalSectorSize": 4096,
"serialNumber": "BTWL341307T2240NGN", "PLITestTimeInterval”: 5,
"SMARTEnabled": true, "productFamily": "Intel SSD DC S3500
"SMARTSelfTestSupported": true, Series",
"SSCEnabled": false, "productProtocol™: "ATA",
"tempThreshold": 85, "readErrorRecoveryTimer": 0,
"trimSupported”: true, "remoteSecureEraseSupported": true,
"writeCacheEnabled": true, "sanitizeSupported": true,
"writeCacheState": 1, "sataGenl": true,
"writeCacheSupported”: true, "sataGen2": true,
"writeErrorRecoveryTimer": 0 "sataGen3": true,
"sataNegotiatedSpeed": "6.0 Gbs",
} "sectorSize": 512,

1, "securityEnabled": false,

"status": "securityFrozen": false,

{ "securityLocked": false,

"success": true "securitySupported": true,
} "serialNumber": "BTWL40730BKP240NGN",

-

"SMARTEnabled": true,
"SMARTSelfTestSupported": true,
"SSCEnabled": false,
"tempThreshold": 85,
"trimSupported": true,
"writeCacheEnabled": true,
"writeCacheState": 1,

5.2.2 Selected device

curl http: //127.0.0.1/v1/ssd/devices/4 "writeCacheSupported”: true,
"writeErrorRecoveryTimer": @
{ s
"data": "status":
{ {
"accessibleMaxAddressSupported": false, "success": true
"devicePath": "/dev/sg2", ¥

"digitalFenceSupported”: false,
"downloadMicrocodePossible": true,
"firmware": "D2010370",

"HDD": false,

5.3 List of identify data

[GET] /v1/ssd/devices/:deviceIndex/identify

Returns array of identify data.

Example:
curl http://127.0.0.1/v1/ssd/devices/identify
curl http://127.0.0.1/v1/ssd/devices/1/identify

Egg!igﬁi;?ex {Number} Device index used for device selection.
serialNumber {String} Drive’s serial number.

identifyData {Array} List of drive’s identify data.
{}.description {String} Description of identify data content.
{}.firstByte {Number} Identify data content first byte position.

SSD Plugin REST API Intel Confidential Page 8 of 25
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{}.lastByte
{}.value

{}.fields
(Optional)

{}.{}.description
{}.{}.firstBit

{}.{}.1lastBit

{}.{}.value

{Number
{Number}

{Array}

{String}
{Number}
{Number}

{String}

Available Error IDs

Identify data content last byte position.

Value of identify data content.

Fields of identify data content.

Field description.
Field first bit position.

Field last bit position.

Value of field as hex number with description.

SSD_INTERFACE_UNINITIALIZED

SSD_INTERFACE_INVALID_RESPONSE

SSD_INTERFACE_REQUEST_FAILED
SSD_INVALID_DEVICE_INDEX

INTERNAL_ERROR

Example request:

External library is not initialized.

External library response was invalid.

External library request failed.

Provided device index was invalid.

Unknown internal error occurred.

curl http://127.0.0.1/v1/ssd/devices/1/identify

"data": {
"identifyData": [

"description™:
"fields": [

"description":
"firstBit": 15,
"lastBit": 15,

"value":

})

{
"description":
"firstBit": 14,
"lastBit": 8,
"value":

})

{
"description":
"firstBit": 7,
"lastBit": 6,
"value":

s

{
"description”:
"firstBit": 5,
"lastBit": 3,
"value":

s

{
"description™:

"firstBit": 2,

¥

"lastBit": 2,
"value":

"description":
"firstBit": 1,
"lastBit": 1,
"value":

"description":
"firstBit": o,
"lastBit": 9o,
"value":
¥
1

"firstByte": 0,
"lastByte": 0O,
"value":

"description”:
"firstByte": 2,
"lastByte": 2,
"value":

"description”:
"firstByte": 4,
"lastByte": 4,
"value":

SSD Plugin REST API
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B
"serialNumber":
s
{ "status": {
"description": 5 "success": true
"firstByte": 510, }
"lastByte": 510, }
"value":

5.4 List of SMART data

[GET] /v1/ssd/devices/:deviceIndex/smart?id=[attributeld]

Returns array of smart attributes.
Example:
curl http://127.0.0.1/v1/ssd/devices/smart
curl http://127.0.0.1/v1/ssd/devices/1/smart
curl http://127.0.0.1/v1/ssd/devices/smart?id=E9
curl http://127.0.0.1/v1/ssd/devices/1/smart?id=E9

:dev;ceIndex {Number} Device index used for device selection.
(Optional)
.attributeld {String} Smart attribute id used for SMART filtering (two hex digit number

with leading zeros)

Response {Array} or {Object}

serialNumber {String} Drive’s serial number.
smartAttributes {Array} List of drive’s SMART attributes with their properties.
{}.action {String} Shows the Pass/Fail status based on the Pre-failure/advisory status
(Optional) bit.
{}.description {String} Shows a string representation of the ID token.
{}.ID {String} The SMART Attribute ID token.
{}.normalized {Number} Shows the normalized value of the SMART attribute.
{}.raw {Number} Shows the raw value of the SMART Attribute. Value is in decimal.
{}.status {Number} Shows the status flags for the SMART attribute:
(Optional) e Bit @ Pre-failure/advisory bit
e Bit 1 Online data collection
e Bit 2 Performance attribute
e Bit 3 Error rate attribute
e Bit 4 Event count attribute
e Bit 5 Self-preserving attribute
e Bits 6 - 15 Reserved
{}.threshold {Number} Shows the SMART Attributes threshold value.
(Optional)
{}.worst {Number} Shows the SMART attributes worst normalized value. Maintained for the
(Optional) life of the device.
{}.details {Array} Additional properties which are an interpretation of raw value.
(Optional)
{}.{}.name {String} Name of additional property.
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{}.{}.value {String} Value of additional property.

or

{Number}
SSD_INTERFACE_UNINITIALIZED External library is not initialized.
SSD_INTERFACE_INVALID_ RESPONSE External library reponse was invalid.
SSD_INTERFACE_REQUEST_FAILED External library request failed.
SSD_INVALID DEVICE_INDEX Provided device index was invalid.
INTERNAL_ERROR Unknown internal error occurred.

Space",

5.3.1 List of all SMART attributes for all "normalized”: 100,

devices ‘raw”: @,
"status": 51,

"threshold": 10

})
{
curl http://127.0.0.1/v1/ssd/devices/smart "ID": "AB",
"action": "Pass",
"description": "Program Fail Count",
"data": "normalized": 100,
[ "raw": 0,

{ "status": 50,
"serialNumber": "BTWL40730BKP240ONGN", "threshold": ©
"smartAttributes™: %)

: { "ID": "AC",
"ID": "@5", "action": "Pass",
"action": "Pass", ”description": "Erase Fail Count",
"description”: "Re-allocated Sector :norTallzed": 100,
Count", ”Paw : ?,

"normalized": 100, status": 50,
"raw": 0, "threshold": ©
"status": 50, B
"threshold": © {

1, "ID": "AE",

{ "action": "Pass",
"Ip": "9, "description": "Unexpected Power Loss
"action": "Pass", Count”, § o
"description": "Power-On Hours Count", "norTallzed : 100,
"normalized": 100, raw”: 115,
"raw": 3397, "status": 50,
"status": 50, "threshold": ©
"threshold": @ 3

i ¢

{ ID : AF",
"IDp": "ecC", "action": "Pass",
"action": "Pass", . "description”: "Power Loss Protection
"description”: "Power Cycle Count", Failure”, } L
"normalized": 100, details":
"raw": 430,
"status": 50, "lastTestResult": 609,
"threshold": @ "timeSincelastTest": 102,

}s "totalTests": 12

{ s
"ID": "AA", "lastTestResult": 609,
"action": "Pass", "normalized": 100,
"description": "Available Reserved "raw": 51546292833,

"status": 51,
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"threshold": 10, "status": 34,
"totalTests": 12, "threshold": @
"worst": 100 ¥,
b {
{ "ID": "C5",
"ip": "B7", "action": "Pass",
"action": "Pass", "description": "Pending Sector Count",
"description": "SATA Downshift Count", "normalized": 100,
"normalized": 100, "raw": 0,
"raw": 0, "status": 50,
"status": 50, "threshold": ©
"threshold": © },
P {
{ "ID": "C7",
"ID": "B8", "action": "Pass",
"action": "Pass", "description": "CRC Error Count",
"description": "End-to-End Error "normalized": 100,
Detection Count", "raw": 0,
"normalized": 100, "status": 62,
"raw": 0, "threshold": ©
"status": 51, 3
"threshold": 90 {
}s "ID": "E1",
{ "action": "Pass",
"ID": "BB", "description": "Host Writes",
"action": "Pass", "normalized": 100,
"description"”: "Uncorrectable Error "raw": 39808,
Count", "status": 50,
"normalized": 100, "threshold": ©
"raw": 9, ¥,
"status": 50, {
"threshold": © "ID": "E2",
}s "action": "Pass",
{ "description": "Timed Workload - Media
"ID": "BE", Wear",
"action": "Pass", "normalized": 100,
"description": "Temperature", "raw": 0,
"details": "status": 50,
{ "threshold": ©
"currentTemperature": 19, },
"highestTemperature": 20, {
"lowestTemperature": 18, "ID": "E3",
"overTemperatureCounter": 0 "action": "Pass",
¥, "description": "Timed Workload - Host
"highestTemperature": 20, Read/Write Ratio",
"lowestTemperature": 18, "normalized": 100,
"normalized": 81, "raw": 100,
"overTemperatureCounter": 9, "status": 50,
"raw": 336723987, "threshold": ©
"status": 34, ¥,
"threshold": o, {
"worst": 80 "ID": "E4",
1, "action": "Pass",
{ "description": "Timed Workload Timer",
"Ip": "ce", "normalized": 100,
"action": "Pass", "raw": 39793,
"description": "Unsafe Shutdown Count", "status": 50,
"normalized": 100, "threshold": ©
"raw": 115, IR
"status": 50, {
"threshold": © "ID": "E8",
}s "action": "Pass",
{ "description": "Available Reserved
"Ip": "c2", Space",
"action": "Pass", "normalized": 100,
"description": "Temperature - Device "raw": 0,
Internal”, "status": 51,
"normalized": 100, "threshold": 10
"raw": 28, },
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{
"ID": "E9",
"action": "Pass",
"description": "Media Wearout

Indicator”,
"normalized": 100,
"raw": 0,
"status": 50,
"threshold": ©

"ID": "EA",

"action": "Pass",

"description": "Thermal Throttle
Status",

"details":

"throttleStatus": o,
"throttlingEventCount": ©
s
"normalized": 100,
"raw": 0,
"status": 50,
"threshold": o,
"throttleStatus": o,
"worst": 100

"Ip": "F1",

"action": "Pass",

"description": "Total LBAs Written",
"normalized": 100,

"raw": 39808,

"status": 50,

"threshold": ©

"ID": "F2",

"action": "Pass",

"description": "Total LBAs Read",
"normalized": 100,

"raw": 215093,

"status": 50,

"threshold": ©

"serialNumber": "BTWL341307T2240NGN",
"smartAttributes":
[
{
"ID": 05",
"action": "Pass",
"description": "Re-allocated Sector
Count",
"normalized": 98,
"raw": 0,
"status": 50,
"threshold": ©

"ID": "@9",

"action": "Pass",

"description": "Power-On Hours Count",
"normalized": 100,

"raw": 3381,

"status": 50,

"threshold": ©

Space",

Count",

Failure",

"ID": "ec",

"action": "Pass",

"description": "Power Cycle Count",
"normalized": 100,

"raw": 424,

"status": 50,

"threshold": ©

"ID": "AA",

"action": "Pass",

"description": "Available Reserved

"normalized": 100,
"raw": 0,
"status": 51,
"threshold": 10

"ID": "AB",

"action": "Pass",

"description”: "Program Fail Count",
"normalized": 100,

"raw": 0,

"status": 50,

"threshold": ©

"ID": "AC",

"action": "Pass",

"description": "Erase Fail Count",
"normalized": 100,

"raw": 0,

"status": 50,

"threshold": ©

"ID": "AE",

"action": "Pass",

"description": "Unexpected Power Loss

"normalized": 100,
"raw": 111,
"status": 50,
"threshold": ©

"ID": AR,
"action": "Pass",
"description": "Power Loss Protection

"details":

"lastTestResult": 638,
"timeSincelLastTest": 102,
"totalTests": 12
s
"lastTestResult": 638,
"normalized": 100,
"raw": 51546292862,
"status": 51,
"threshold": 10,
"totalTests": 12,
"worst": 100

"Ip": "B7",
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"action": "Pass", "description": "Pending Sector Count",
"description": "SATA Downshift Count", "normalized": 100,
"normalized": 100, "raw": 0,
"raw": 0, "status": 50,
"status": 50, "threshold": o
"threshold": © ¥,
s {
{ "ID": "C7",
"ID": "B8", "action": "Pass",
"action": "Pass", "description": "CRC Error Count",
"description": "End-to-End Error "normalized": 100,
Detection Count", "raw": 0,
"normalized": 100, "status": 62,
"raw": 0, "threshold": ©
"status": 51, },
"threshold": 90 {
}, "ID": "E1",
{ "action": "Pass",
"ID": "BB", "description": "Host Writes",
"action": "Pass", "normalized": 100,
"description”: "Uncorrectable Error "raw": 60763,
Count", "status": 50,
"normalized": 100, "threshold": @
"raw": 0, },
"status": 50, {
"threshold": © "ID": "E2",
1, "action": "Pass",
{ "description": "Timed Workload - Media
"ID": "BE", Wear",
"action": "Pass", "normalized": 100,
"description": "Temperature", "raw": 0,
"details": "status": 50,
{ "threshold": ©
"currentTemperature”: 19, 1,
"highestTemperature": 19, {
"lowestTemperature”: 18, "ID": "E3",
"overTemperatureCounter": 0 "action": "Pass",
1, "description": "Timed Workload - Host
"highestTemperature": 19, Read/Write Ratio",
"lowestTemperature": 18, "normalized": 100,
"normalized": 81, "raw": 100,
"overTemperatureCounter": 0, "status": 50,
"raw": 319946771, "threshold": ©
"status": 34, ¥,
"threshold": o, {
"worst": 74 "ID": "E4",
1, "action": "Pass",
{ "description": "Timed Workload Timer",
"Ip": "ce", "normalized": 100,
"action": "Pass", "raw": 102,
"description": "Unsafe Shutdown Count", "status": 50,
"normalized": 100, "threshold": ©
"raw": 111, ¥,
"status": 50, {
"threshold": © "ID": "E8",
1, "action": "Pass",
{ "description": "Available Reserved
"Ip": "c2", Space",
"action": "Pass", "normalized": 100,
"description": "Temperature - Device "raw": 0,
Internal”, "status": 51,
"normalized": 100, "threshold": 10
"raw": 19, },
"status": 34, {
"threshold": © "ID": "E9",
}s "action": "Pass",
{ "description"”: "Media Wearout
"Ip": "C5", Indicator",
"action": "Pass", "normalized": 100,
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"raw": 0, Count",
"status": 50, "normalized": 98,
"threshold": © "raw": 0,
1, "status": 50,
{ "threshold": ©
"ID": "EA", 1,
"action": "Pass", {
"description": "Thermal Throttle "ID": "@9",
Status"”, "action": "Pass",
"details": "description”: "Power-On Hours Count",
"normalized": 100,
"throttleStatus": o, "raw": 3381,
"throttlingEventCount": © "status": 50,
¥, "threshold": ©
"normalized": 100, 1,
"raw": 9, {
"status": 50, "ID": "ecC",
"threshold": o, "action": "Pass",
"throttleStatus": o, "description”: "Power Cycle Count"”,
"worst": 100 "normalized": 100,
}s "raw": 424,
{ "status": 50,
"ID": "F1", "threshold": @
"action": "Pass", },
"description”: "Total LBAs Written", {
"normalized": 100, "ID": "AA",
"raw": 60763, "action": "Pass",
"status": 50, "description": "Available Reserved
"threshold": © Space",
1, "normalized": 100,
{ "raw": 0,
"ID": "F2", "status": 51,
"action": "Pass", "threshold": 10
"description": "Total LBAs Read", 1,
"normalized": 100, {
"raw": 214994, "ID": "AB",
"status": 50, "action": "Pass",
"threshold": © "description": "Program Fail Count",
} "normalized": 100,
1 "raw": 0,
} "status": 50,
1, "threshold": ©
"status": },
{ {
"success": true "ID": "AC",
} "action": "Pass",
} "description": "Erase Fail Count",
"normalized": 100,
"raw": 9,
"status": 50
5.3.2 List of all SMART attributes for "threshold": @
selected device %
"ID": "AE",
"action": "Pass",
"description": "Unexpected Power Loss
i . Count",
curl http: //127.0.0.1/v1/ssd/devices/1/smart "normalized”: 100,
"raw": 111,
{ B B "status": 50,
{data : "threshold": @
"serialNumber": "BTWL341307T2240NGN", %’
"smartAttributes": "ID": "AF",
[ "action": "Pass",
{ "description"”: "Power Loss Protection
“ID": "5, Failure",
"action": "Pass", "details":
"description": "Re-allocated Sector {
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"lastTestResult": 638,
"timeSincelLastTest": 102,
"totalTests": 12

s

"lastTestResult": 638,

"normalized": 100,

"raw": 51546292862,
"status": 51,
"threshold": 10,
"totalTests": 12,
"worst": 100

"Iip": "B7",
"action": "Pass",

"description™: "SATA Downshift Count",
"normalized": 100,

"raw": 0,

"status": 50,

"threshold": ©

"ID": "BS",
"action": "Pass",
"description”: "End-to-End Error

Detection Count",

Count",

"normalized": 100,
"raw": 0,
"status": 51,

"threshold": 90

“ID": "BB",
"action": "Pass",
"description"”: "Uncorrectable Error

"normalized": 100,
"raw": 0,
"status": 50,

"threshold": @

"ID": "BE",
"action": "Pass",
"description": "Temperature",
"details":
{
"currentTemperature”: 19,
"highestTemperature": 19,
"lowestTemperature": 18,
"overTemperatureCounter": @
s
"highestTemperature": 19,
"lowestTemperature": 18,
"normalized": 81,
"overTemperatureCounter": 9,
"raw": 319946771,
"status": 34,
"threshold": o,
"worst": 74

"ID": "Ce",

"action": "Pass",

"description"”: "Unsafe Shutdown Count
"normalized": 100,

"raw": 111,

"status": 50,

"threshold": ©

Intern

Wear",

al

"Ip": "c2",

"action": "Pass",

"description"”: "Temperature
)

"normalized": 100,

"raw": 19,

"status": 34,

"threshold": ©

"ID": "5,
"action": "Pass",

"description"”: "Pending Sector

"normalized": 100,
"raw": 0,
"status": 50,

"threshold": ©

"D
"action":

"ere,
"Pass",

- Device

Count",

"description": "CRC Error Count",

"normalized": 100,
"raw": O,
"status": 62,

"threshold": ©

“ID": "E1",
"action": "Pass",

"description"”: "Host Writes",

"normalized": 100,
"raw": 60763,
"status": 50,

"threshold": ©

“ID": "E2",
"action": "Pass",

"description": "Timed Workload

"normalized": 100,
"raw": 9,
"status": 50,

"threshold": ©

"Ip" -
"action":

"E3",
"Pass",

"description": "Timed Workload

Read/Write Ratio",

'
k]

3
{

"normalized": 100,
"raw": 100,
"status": 50,

"threshold": ©

"ID": "E4",
"action": "Pass",

"description"”: "Timed Workload

"normalized": 100,
"raw": 102,
"status": 50,

"threshold": ©

"ID": "E8",

- Media

- Host

Timer",
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"action": "Pass", {
"description"”: "Available Reserved "serialNumber": "BTWL40730BKP240NGN",
Space", "smartAttributes":
"normalized": 100, [
"raw": 0, {
"status": 51, "ID": "E9",
"threshold": 10 "action": "Pass",
¥ "description": "Media Wearout
{ Indicator”,
"ID": "E9", "normalized": 100,
"action": "Pass", "raw": 0,
"description”: "Media Wearout Indicator", "status": 50,
"normalized": 100, "threshold": ©
"raw": 9, },
"status": 50, 1
"threshold": © ¥,
P
{ "serialNumber": "BTWL341307T2240NGN",
"ID": "EA", "smartAttributes":
"action": "Pass", [
"description”: "Thermal Throttle Status", {
"details": "ID": "E9",
"action": "Pass",
"throttleStatus": 0o, "description”: "Media Wearout
"throttlingEventCount™": © Indicator",
}s "normalized": 100,
"normalized": 100, "raw": 0,
"raw": 0, "status": 50,
"status": 50, "threshold": ©
"threshold": o, 1,
"throttleStatus": o, 1
"worst": 100 }
3 1,
{ "status":
"ID": "F1", {
"action": "Pass", "success": true
"description”: "Total LBAs Written", }
"normalized": 100, }
"raw": 60763,
"status": 50,
1, threshold?: © 5.3.4 Selected attribute for selected device
{
"ID": "F2", curl http: //127.0.0.1/v1/ssd/devices/1/smart?id=E9
"action": "Pass",
"description”: "Total LBAs Read",
"normalized": 100, N "
"raw": 214994, {data :
Cstatust: f?’ "serialNumber": "BTWL341307T2240NGN",
threshold™: @ "smartAttributes":
} [
] {
k’ ", "ID": "E9",
status’: "action": "Pass",
{ "euccess": true "description": "Media Wearout Indicator",
: "normalized": 100,
} "raw": 9,
} "status": 50,
"threshold": ©
s
5.3.3 Selected attribute for all devices ) 1
)
"status":
curl http: //127.0.0.1/v1/ssd/devices/smart?id=E9 {
"success": true
{ ¥
"data": }
[
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5.5 List of health data

[GET] /v1/ssd/devices/:deviceIndex/health

Returns health data.
Example:

curl http://127.0.0.1/v1/ssd/devices/health
curl http://127.0.0.1/v1/ssd/devices/1/health

Parameters

:deviceIndex
(Optional)

{Number}

Device index used for device selection.

Response {Array} or {Object}

serialNumber
health

{}.availableSpare
(Optional)

{}.averageNandEraseCycles
{}.crcErrorCount
{}.endToEndErrorDetectionCount
{}.enduranceAnalyzer
{}.eraseFailCount

{}.errorInfolLogEntries
(Optional)

{}.highestLifetimeTemperature
(Optional)

{}.lowestLifetimeTemperature
(Optional)

{}.maxNandEraseCycles

{}.mediaErrors
(Optional)

{}.minNandEraseCycles

{}.percentageUsed
(Optional)

{}.powerCycles
(Optional)

{}.powerOnHours

{}.programFailCount

{}.specifiedPCBMaxOperaratingT
emp
(Optional)

{String}
{Object}

{Number}

{Number}
{Number}
{Number}
{String}
{Number}

{String}

{Number}

{Number}

{Number}

{String}

{Number}

{Number}

{String}

{String}

{Number}

{Number}

Drive’s serial number.
Set of drive’s health data.

(NVMe Devices Only) Percentage (© to 100%) of the
remaining spare capacity available.

Average number of NAND erase cycles for all blocks.
Total number of interface (SATA or NVMe) CRC errors.
Total number of end to end detected errors.

Reports the expected drive life in years.

Total number of raw erase fails.

(NVMe Devices Only) Hexadecimal number of entries in the
Error Info Log page over the life of the controller.

(NVMe Devices Only) The highest lifetime temperature (in
Celsius) of the device.

(NVMe Devices Only) The lowest lifetime temperature (in
Celsius) of the device.

Max number of NAND erase cycles for all blocks.

(NVMe Devices Only) Hexadecimal number of times where the
controller detected an unrecovered data integrity error.

Min number of NAND erase cycles for all blocks.

(NVMe Devices Only) Estimate of the percentage of life
used of the NVMe device.

(NVMe Devices Only) Hexadecimal number of power cycles.
Contains the hexadecimal number of power on hours of the
device.

Total number of raw program fails.

(NVMe Devices Only) Specified PCB maximum operating
temperature in degrees C.
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{}.specifiedPCBMinOperaratingT {Number} (NVMe Devices Only) Specified PCB minimum operating

emp temperature in degrees C.

(Optional)

{}.temperature {Number} Total temperature of the device in degrees C

{}.thermalThrottleCount {Number} The total number of times thermal throttle has been
activated.

{}.thermalThrottleStatus {Number} The amount that Thermal Throttle that is applied. A value

of zero is no throttle. 100 is 100% throttling applied.

{}.unsafeShutdowns {String} Reports the hexadecimal number of unsafe shutdowns over
the life of the device.

Available Error IDs

SSD_INTERFACE_UNINITIALIZED External library is not initialized.
SSD_INTERFACE_INVALID_RESPONSE External library response was invalid.
SSD_INTERFACE_REQUEST_FAILED External library request failed.
SSD_INVALID_DEVICE_INDEX Provided device index was invalid.
INTERNAL_ERROR Unknown internal error occurred.

5.5.1 List of health data for all devices

“deviceStatus”: )
"endToEndErrorDetectionCount": 9,
curl http://127.0.0.1/v1/ssd/devices/health “enduranceAnalyzer”:
{
"data": - )
[ “eraseFailCount”: o,
“maxNandEraseCycles”:
"health": >
{ “minNandEraseCycles”:
"averageNandEraseCycles": )
, “powerOnHours”: B
"crcErrorCount”: @, “programFailCount”: @,
“deviceStatus”: “temperature”: 19,

)
"endToEndErrorDetectionCount”: @, “thermalThrottleCount”: o,

“enduranceAnalyzer”: s “thermalThrottleStatus”: o,
“eraseFailCount”: 0, “unsafeShutdowns”:
“maxNandEraseCycles”: b
, "serialNumber":
“minNandEraseCycles”: | ¥
)
“powerOnHours”: B “status”:
“programFailCount”: 0, E .
“temperature”: 29, success™: true
“thermalThrottleCount”: 9, }
“thermalThrottleStatus”: 9, }
“unsafeShutdowns”:
b . 5.5.2 Health data for selected device
serialNumber":
})
{
"health": curl http://127.0.0.1/v1/ssd/devices/1/health
{
"averageNandEraseCycles": {
s "data":
"crcErrorCount”: 0, {
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"health":

B
{ “powerOnHours™: B
"averageNandEraseCycles": “programFailCount”: o,

B “temperature”: 19,
"crcErrorCount™: 0, “thermalThrottleCount”: 0,
“deviceStatus”: B “thermalThrottleStatus”: 0,
"endToEndErrorDetectionCount”: 0, “unsafeShutdowns”:
“enduranceAnalyzer”: }s

"serialNumber":
}
) “status”:
“eraseFailCount”: 0, {
“maxNandEraseCycles”: "success": true

; }

“minNandEraseCycles”: }

5.6 List of latency statistics

[GET] /v1/ssd/devices/:deviceIndex/latency?commands=[commandsGroup]

Returns array of latency statistics. Devices which don’t have latency statistics available are ignored. LatencyTrackingEnabled
property must be set to true in order to read the logs.
Example:

curl http://127.0.0.1/v1/ssd/devices/latency?commands=reads

curl http://127.0.0.1/v1/ssd/devices/1/latency?commands=writes

:dev;ceIndex {Number} Device index used for device selection.
(Optional)

Commands group for which latency statistics has to be retrieved.
:commandsGroup {String} Only two values are accepted: “reads” for read commands and “writes”
for write commands.

Response {Array} or {Object}

serialNumber {String} Drive’s serial number.

majorVersion {String} Major version of latency statistics structure.

minorVersion {String} Minor version of latency statistics structure.

groups {Array} Array of latency statistics groups. A group represents latency range

split into buckets.

{}.number {Number} Group number.

{}.details {String} Details of group. Contains information about latency range and
buckets step, size and number.

{}.buckets {Array} Array of buckets.
{}.{}.number {Number} Bucket number.
{}.{}.value {Number} The number of observed requests for bucket latency range.

Available Error IDs

SSD_INTERFACE_UNINITIALIZED External library is not initialized.

SSD_INTERFACE_INVALID_RESPONSE External library response was invalid.
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SSD_INTERFACE_REQUEST_FAILED External library request failed.
SSD_INVALID_DEVICE_INDEX Provided device index was invalid.
INTERNAL_ERROR Unknown internal error occurred.

5.6.1 List of latency read statistics for all devices

curl http://127.0.0.1/v1/ssd/devices/latency?’commands=reads

{ "value": 26 "number": 24,
"data": ¥, "value": ©
[ { ¥
{ "number": 12, {
"groups": "value": 32 "number": 25,
[ ¥, "value": ©
{ ¥
"buckets": "number": 13, {
[ "value": 12 "number": 26,
{ ¥, "value": ©
"number": 1, { }s
"value": 145 "number": 14, {
¥, "value": 10 "number": 27,
{ ¥, "value": ©
"number": 2, { }s
"value": 168 "number": 15, {
¥, "value": 7 "number": 28,
{ ¥, "value": ©
"number": 3, { }s
"value": 147 "number": 16, {
¥, "value": 3 "number": 29,
{ ¥, "value": @
"number": 4, { }s
"value": 60 "number": 17, {
¥, "value": 0 "number": 30,
{ ¥, "value": @
"number": 5, { }s
"value": 61 "number": 18, {
¥, "value": 0 "number": 31,
{ ¥, "value": @
"number": 6, { }s
"value": 41 "number": 19, {
¥, "value": 0 "number": 32,
{ ¥, "value": @
"number": 7, { }
"value": 57 "number": 20, 1,
¥ "value": © "details": "Range is
{ 1, 0-1ms. Step is 32us. Bucket
"number": 8, { size is 4 bytes. Total 32
"value": 67 "number": 21, buckets.",
1, "value": @ "number": 1
{ 1 s
"number": 9, { {
"value": 55 "number": 22, "buckets":
¥ "value": © [
{ 1 {
"number": 10, { "number": 1,
"value": 54 "number": 23, "value": @
1, "value": @ I
{ 1 {
"number": 11, { "number": 2,
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"value": © 1, "value": ©

1 { 1

{ "number": 20, {
"number": 3, "value": 0 "number": 4,
"value": © 1, "value": ©

1 { 1

{ "number": 21, {
"number": 4, "value": 0 "number": 5,
"value": © 1, "value": ©

1 { s

{ "number": 22, {
"number": 5, "value": © "number": 6,
"value": @ }, "value": ©

1 { s

{ "number": 23, {
"number": 6, "value": © "number": 7,
"value": @ }, "value": ©

1 { s

{ "number": 24, {
"number": 7, "value": © "number": 8,
"value": © ¥, "value": ©

1 { s

{ "number": 25, {
"number": 8, "value": © "number": 9,
"value": © ¥, "value": ©

¥ { b

{ "number": 26, {
"number": 9, "value": © "number": 10,
"value": © 1, "value": ©

¥ { s

{ "number": 27, {
"number": 10, "value": © "number": 11,
"value": © 1, "value": ©

¥ { s

{ "number": 28, {
"number": 11, "value": © "number": 12,
"value": © 1, "value": ©

1 { s

{ "number": 29, {
"number": 12, "value": © "number": 13,
"value": @ ¥, "value": @

1 { 3,

{ "number": 30, {
"number": 13, "value": 0 "number": 14,
"value": © 1, "value": ©

1 { s

{ "number": 31, {
"number": 14, "value": 0 "number": 15,
"value": © } "value": ©

s 1, 1

{ "details": "Range is {
"number": 15, 1-32ms. Step is 1ms. Bucket "number": 16,
"value": © size is 4 bytes. Total 31 "value": @

1, buckets.", },

{ "number": 2 {
"number": 16, ¥, "number": 17,
"value": © { "value": ©

1, "buckets": 1,

{ [ {
"number": 17, { "number": 18,
"value": © "number": 1, "value": ©

¥, "value": © ¥,

{ s {
"number": 18, { "number": 19,
"value": © "number": 2, "value": ©

¥, "value": © ¥,

{ s {
"number": 19, { "number": 20,
"value": @ "number": 3, "value": ©
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1 "number": 26, }

{ "value": @ 1,

"number": 21, }s "details": "Range is
"value": @ { 32ms-1s. Step is 32ms. Bucket

¥ "number": 27, size is 4 bytes. Total 31

{ "value": © buckets.",

"number": 22, }s "number": 3
"value": © { }

1, "number": 28, 1,

{ "value": @ "majorVersion": "3",
"number": 23, }, "minorVersion": "@",
"value": @ { "serialNumber":

¥, "number": 29, "CVFT4225000F400BGN"

{ "value": © }

"number": 24, }, 1,
"value": @ { “status”:

¥, "number": 30, {

{ "value": © "success": true
"number": 25, }, }

"value": @ { }

1, "number": 31,

{ "value": @

6. Actions

6.1 Enable/Disable latency statistics tracking

[PUT] /v1/ssd/devices/:deviceIndex/latency

Enables or disables latency tracking feature. This must be enabled in order to successfully read the latency statistics.
Example:
curl =X PUT -H “Content-Type: application/json” —d ‘{“trackingEnabled” : true} http://127.0.0.1/v1/ssd/devices/1/latency

Parameters

:devicelIndex {Number} Device index used for device selection.

Request {Object}

True if latency tracking has to be enabled and false if it has to

trackingEnabled {Boolean} be disabled

Response {Array} or {Object}

serialNumber {String} Drive’s serial number.

latencyTrackingEnabled {Boolean} Shows if the latency tracking feature of the drive is enabled
(True) or disabled (False).

Available Error IDs

SSD_INTERFACE_UNINITIALIZED External library is not initialized.
SSD_INTERFACE_INVALID_RESPONSE External library reponse was invalid.
SSD_INTERFACE_REQUEST_FAILED External library request failed.
SSD_INVALID_DEVICE_INDEX Provided device index wals invalid.
INTERNAL_ERROR Unknown internal error occurred.

Example request:
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curl =X PUT -H “Content-Type: application/json” —d ‘{“trackingEnabled” : true} http://127.0.0.1/v1/ssd/devices/1/latency

~

"data":

"latencyTrackingEnabled": )
"serialNumber":

¥

"status":

{
X

"success": true

-

6.2 Reset Endurance analyzer

[PUT] /v1/ssd/devices/:deviceIndex/enduranceanalyzer

Resets the SMART attributes: E2, E3, and E4. As a result, the reported raw value of these attributes will be OXFFFF. Once the
values have been reset, the device must go through a 60+ minute workload for the attributes to trip.
Example:

curl =X PUT http://127.0.0.1/v1/ssd/devices/0/enduranceanalyzer

Parameters
:deviceIndex {Number} Device index used for device selection.

Response {Array} or {Object}

serialNumber {String} Drive’s serial number.

enduranceAnalyzer {String} The drives life expectancy in years. This utilizes the OxE2, OxE3
and OxE4 SMART attributes.
If these SMART attributes have a value of OxFFFF then they are still
in the reset state and a 60+ minute workload has yet to run.
If the media wear indicator is zero then the workload has not
induced enough wear to calculate an accurate life expectancy.

Available Error IDs

SSD_INTERFACE_UNINITIALIZED External library is not initialized.
SSD_INTERFACE_INVALID_RESPONSE External library response was invalid.
SSD_INTERFACE_REQUEST_FAILED External library request failed.
SSD_INVALID_DEVICE_INDEX Provided device index was invalid.
INTERNAL_ERROR Unknown internal error occurred.

Example request:

curl =X PUT http://127.0.0.1/v1/ssd/devices/0/enduranceanalyzer

-~

"data":
{

"enduranceAnalyzer":

"serialNumber":

¥

"status":
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{

"success": true

}
}

SSD Plugin REST API Intel Confidential Page 25 of 25



